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=?>A@%B?CDCDEGF-H7IKJ0L'IMJ;N8O9IPJ;E?Q
RTS�U9VXW-W-Y[Z]\7S_^'`'ab^'ced7S_^'Y[fhg

symmetric ciphers i W?j.`.\]`.VGk�l?m9n?\]n?W-opkGl%kXlqj.Y[\7S r8\]l?mM`.sGkW-YtZu`.V?fvj.l?\]lX^'wXZuxyW-Y[Zul?U0z5n?W-lGZ7S{U0W-`.V?f7|
c = ek(m)

^
ai m = dk(c),}-j.`.V

• m
Y~a kXl?S0Zu`�^'lG�Ml?\]}
W-�GkGV?W-l��

• e
Y~a kXl?S9n�U0VGkGw?\�Z]n?U0n�^'\7VGj-Z~`7r8\]w?mMnXU9nXfG�

• d
Y~a kGl-S8n�U0VGkGw?\�Z]n?U0n�lXj.`-^'\7VGj-Z~`7r8\]w?mMnXU9nXfG�

• k
Yua kGl-S0Zu`�^.�-Yua�d7S��

• c
Yua kGl-S8Z~`�^"\]VXj-Zu`Gr5\7wXmMn?W-l >� `��'l?U9S_^'}�j.`.V�j.\]o[j.YuS'kGlTj.l?\]lXZ]n?\]�?U0`.V?W-Y�Y~a kXl?S"}XZ7S"Z]}.U0`�n�^'\]VXj-Zu`Gr8\]w?m9n?U0n�}.U0`�^'l-Sn�lGj.`.^'\]VXj-Zu`Gr8\]w?m9n?U0n
z5\]n?U9S�W-`-j.`'S�`.sGk
Zu`����7�{��^.�-YuS�d7a >�� j'a�U0Y~S�fG�MZ~`�W-}GkG`�^'\7VXmM}�Yua kGl-SZu`�^.�-Y~S_dGa
k
g�^'l-S.mMV?U9S_^'wvZu`�W-sGkGn?W-l

m i >D� nX�?l?d]��`'S'U9V7kXlX\]Z]�XU9YuS�f e ^'l-S d �MY�xe\]`'s7kGZul-Sg�^'l-S0Yua kGl-S i r�k7xeU+Z]o[f >� Y�kXS_^'w�`'S)U0V?W-W-Y�Z]\7S_^'`'ae^.ced7S_^'Yuf�z�xe\7a��]`Gk7Zul-S)U0Y�^.ced7S_^'Y[f�\]`.�?f�g
stream ciphers i^'l-S8Z]W-n?W-lXZ7S_^'`.s?fv^.cedGS�^"Y[f�g

block ciphers i >
�'>A vN8O9IPJ;E?Q�HXL�¡;Q

� `Tz5l?\]lX^.Z]n?\7S�U+Z7S�^"}vZu`.V?f%Yua kGl-SG}GZ7SX`'SXz5l?\]lX^.Z]�?\]Y[f)Zu`.VtW-VGkG�?W-lXZu`.f)^'\]VXj-Zu`Gr8\]l?m9`.sGk�¢Zul-SDo�kGl?f
j.\]`.f�o�kGlGk > � `�j'S{`£z�l?\]lX^.Z]n?\7S{U;Z7S_^'}¤a�U8xef�j.l?\]w?d]Y~S r8W-l�Yua kGl-S¥Z~`
one-time

pad
> � S�l�j.Y[\7S�U9U0}XZ]Y[\]YufTj-�-n?\]`.m9`'\7a�Y[f�W?j.`.\]Y~a Z]Y�kGl�d7S�l7�.w?U0Y[Z]YtZu`�^'Yum9wX�-YuS�`�¦ >�=?>�� Z~`.V�"S{�-�.a�`'VAZ~`.V

Smart
�hZ~`�U0z5Y[Z7S�^"}v^'Y[mMwX�?l-S�`�Zu`.Vh�"S{�.�-a{`.VtZ[x¥k

Menezes, van Oorschot,
Vanstone

>
§�>©¨�C¥¡;CDª5FGIKJ0L.I«J;N5O9IKJ;E?Q

� a kGl-S©`¬�'l?U9S_^'}.f�Z]sXj.`.f�U0V?W-W-Y[Z]\7S_^.c¥k£^.xed7a_^.x¥k­j.`.Vyz5\]n?U9S�W-`-j.`'S�`.sGk7Z~l-SAU9�XW-Yu\]l >® Z]n?\7a��]`Gk7Zul-S'U;Z]n�r8YpkXS_^'��^'lXZul?U8^"Y[V?��Zu`.V
H. Feistel

> � `�W-�GkGV?W-l�^'}X�'Y�Z~l-S'U0Y¯Z]W-�?W-lXZul
n
z5l?\]lX^.Z]�?\�x¥k�Z~l�`.j.`'a�l�^"\]VXj-Zu`Gr5\7lXmM`.sGk7Zul-S°z�xe\7S�U+Z]w >�± j.}�Yud�c²^'l-S«U;Z~`�Y[³]�?f�VXj.`X¢�Mo[Zu`.V?W-Y©}XZ7S"Zu`�W-�GkGV?W-l�Yua kGl-S"r5\7lXW-W-o�kG`�U+Zu`�d]V?l?d7S_^'}�U9sXU+Z]n?W-l >�� nX�-lXd7��^'wG�MY©Z]W-�XW-lYua kGl-S

n
d7S�lXd7`Gz8S_^'w
d]V?l?d7S_^'w�´9n?m«a_l�g

bits i >�µ
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� � kXlXf
Feistel cipher

d]`.VX�-Y[s?YuS-U9Y¯r8s?\]`.V?f >�� wG�MY¯r5s?\]`'f©o[z5YuS'U0lGk�Y~a�U0`.d7`�opkGl
n
¢
bitW?j-�-`-^�^'l-S«opkXl�^'�?Y~a�d7SMr5s?\]`'V > � `�^.�-YuS�d7a«r8s?\]`.V�j.\]`-^"sGj-Z]Y~S°lXj.}�Zu`��'l?U9S_^'}�^'�?Y~S�d7a«W-YopkXl�lX�?r5}'\7S �MW-`�U9z�Yud7S�l?U0W-`.sT^"YuS�d7S_c¥k > � `�W?j-�-`-^�YuS{U0}.d]`.V�z�xe\7a��]Y[Zul-S'U9Y%d7sX`�a{U0l�W-ou\]n�|Zu`�l?\7S�U;Z]Yu\]}�g

L i ^'l-S«Zu`�d]Y[³GS_}¤g R i > ® Zu` i
¢ U;Z~`�r8s?\]`8��n
Yua�U9`.d]`.f�Y~a kXl?S�|AZu`�^'�?Y~S�d7a

kig�j.`.V j.\]`.o[^'V?´9Y
lXj.}�Z~`Gk�lX�?r8}.\7S �«W-`�U0z5Yud7S�lXU9W-`.s�^.�-YuS�d7S_c¥k i �)^'l-SeZul Li−1

^'l-S
Ri−1j.`.V�j.\]`.o�^"VX´MlGk�lXj.}�Zu`Gk�j.\]`.nXr8`.s?W-YpkX`�r8s?\]` >�� o[³]`'d]`.fTZ~`.V�r8s?\]`.V�Yua kGl-S�|

g = i Li = Ri−1

^
ai Ri = Li−1 ⊕ F (ki, Ri−1).� d�c Zu`�U9sXWG�'`G�-`

⊕
Y~a kXl?SMj.\]}'U5�MY[U9n

modulo
� ^"lGZ]w
U0VGk7Z]Y[ZulXr8W-opkGYuf�g�Zul

Li

^'l-S
RiW?j.`.\]Y~aq^'lGkGY~a�f�kGl¤Z~l£d]Yua�U9l7k¤d7S�lGkGs?U0W-lXZul�j.wGk7x U;Z~`

F2 i > � j'a�U9YuS�f�n F
Y~a kXl?SqW.S�llXj.YuS_^'}GkXS�U9n

F : K × {0, 1}n/2 −→ {0, 1}n/2.
 YvZu`Gk�Z]\]}.j.`�l?VGZ]}�d7nXW.S{`.V?\�r8`.s?W-Y�d]s?`�lX^'`G�?`'V7�°a_Yuf

Li

^'l-S
Ri
> R�SMl?\]z8S_^'ouf�Z7S�W-o[fZ]n?f�lX^'`G�?`'V7�°a_l?f

L0

^'l-S
R0

`.\7a��]`Gk7Zul-S�lXj.}�Zu`�^'lG�Ml?\]}�W-�GkGV?W-l >�± k�`�^.ced7S_^'l?f�W-lXfd]`.VX�-Y[s?Y~S0U0Y
r
r8sX\7`.V?f7�8Z]}XZ]YtZu`�Z]Y��.S_^'}
^'\7VGj-Z~`7r8\]w?mMnXW-l�Yua kGl-S

Lr, Rr
>

! xeftlXj.`-^"\]VXj-Zu`Gr5\7lXmM`.s?W-Y
"$#vV?W-n7�«Yua Z]YA}GZ7S5`�kG}.W.S�W-`.f�j.l?\]lX�-�Xj-Z]n?ft³7o[\]Y~S�Zu`�^.�-YuS�d7a
k
^'l-S8`�lX�Xr8}.\GS �MW-`.fvU9z�Yud7S�l?U0W-`.s�^'Y[�-S�d7S_c¥k�Yua kGl-S�r�k7xeU+Z]}.fvU0Yt}7�-`.V?f > � ± \7l�W?j.`.\]Y~a�kGlVXj.`7�-`Gr0a�U0YuS0Zul�^.�-Y~S_dGS_w�r5s?\]`'V

ki

�
i = 1, . . . , r

>D± j.}�Z7S{f � ³7S�U8ceU9YuS�f�g = i �.�-o�j.`'VXW-Yt}XZ7S
Ri−1 = Li

^
ai Li−1 = Ri 	 F (ki, Li).± \]z8a_�7`7kGZul?f©�-`'S_j.}Gk�lXj.}�Zul

Lr

^'l-S
Rr

^'l-S"z5\]n?U9S�W-`-j.`'S_c¥k7Zul?fhZulT^'�?Y~S�d7S�w�r8s?\]`.V�W-Y�l7k]¢Z7a�U+Z]\]`.m9n�U9YuS�\]w©VXj.`G�?`Gr0a��]`.V?W-Y¥^'lXZ]w©U0Y~S_\7wqZul©�]YusXr5n
(Lr, Rr), (Lr−1, Rr−1), . . . , (L0, R0)^'l-S0lXj.`-^"lG�-sXj-Zu`'VXW-Y�Z~`
W-�7kXVXW-l >

 Y[\7S_^'`"a5lGj.}�Zu`.V?ftj'S�`�U0n?W-lGk7Z7S_^'`.s?fAZ]W-n?W-lGZ7S_^'`'sXfA^.ced7S_^'Yuf�Yua kGl-S�`'S�|
DES
�
MARS

�
RC5
�
RC6
�
Twofish

�
Serpent

�
Rijndael

>� S�l�j.lX\7wXd7YuS r8W-l�U;Zu`
DES

Zu`
n
g�W-o[r8Yp�M`.f�Zu`.V�W?j-�-`-^ i Yua kGl-S&%(' > � `�W-o�r8Y��M`.fTZ~`.V�'l?U9S_^'`.s�^'�?Y~S�d7S�`.s�YuS kGl-S;¦(%

bits
>�� `.VX�-Y[s?YuS;U0Y = %�r5s?\]`'VXf�g�d7nG�-l?d]�

r = 16 i >)� wG�MY^.�-YuS�d7a«r8s?\]`.V�ouz5YuS«W-o�r8Yp�«`.f�'�*
bits
>+� lXj.YuS_^'}GkXS�U0n

F
j.Y[\GS r8\]w?m9Y�Z~l-S°U;Zu`
�'S{�.�.a�`�Z~`.V

Smart
^"l7�Mcef�^'l-S0U;Z~`��'S{�.�.a�`�Zu`.V

Stinson
>

' >-,�E�.�¡0/5E7IKF-L�B?H�1~I ª�Q
 o[z5\7S°Z�ce\7l�Yua�d]l?W-Y�j-xef��-YuS Z~`.V?\�r8YuS;o�kGl?f�Z]W-n?W-lGZ7S_^'}'f�^.ced7S_^'l?f >)� lGZ~l?U8^'Y[V?w?U0l?W-YopkXl�lX�?r8}.\7S �«W-` g ^'`'VGZ7a i E

^'l-S¯opkGl�lX�?r5}'\7S �MW-`
D
j.`.V�W?j.`.\]`.sGk�kXl�^'\7VGj-Z~`7r8\]l?mM�]¢U0`.VGk¤opkGl£W-�GkGV?W-l¤W-Y�r8op�«`.V?f

n
z5l?\]lX^.Z]�?\�x¥k > � VXj'S_^'w£Z~`

n
Yua kGl-SqU0z5Y[Z7S�^"w£W.S�^"\]}.fl?\7S �«W-}.f7|2%�'�r0S_l�Zu`

DES
� =�� * r0S�l�j'S{`£U0sXr5z5\]`GkG`'VXf�^.ced7S_^'Y[f > ! cef�W?j.`'\]`.s?W-Y�kGl^'\]VXj-Z~`7r8\]l?m9�?U0`'VXW-Y�o�kGlTW-�GkGV?W-lv`-j.`'S{`.V?d]�Xj.`GZ]YAW-�X^'`.V?f�" � a kGl-S.j.\]`.m9lGkGouf©}XZ7S?�MlT^'}.´5¢`.V?W-Y�Z~`�W-�GkGV?W-l�U0Y�Z]W-�?W-lXZul�W-�X^'`.V?f

n
>�± k�Zu`�l?\]z8S_^'}�W-�X^'`'f�Z~`.V�W-n7kXsXW-lXZ~`.f�d]Y�kYua kGl-S;j.`7�?�-lXj-�?w?U9S{`�Z~`.V

n
� lXj-�-l�j.\]`'U5�Mo�Z~`.V?W-Y�Zu`.V?f�lXj.l?\]l-a Z]nXZu`'VXf�z�l?\]lX^.Z]�?\]Yuf�U;Z~`Z]o��-`.f©Zu`.V�W-�GkGV?W-lGZ~`.fTg�^'YpkGw�r0S�lTj.l?\]w?d]YuS�r5W-l i > � � z5`.V?W-Y�Z�ce\]lTkGlT^'\7VGj-Z~`7r8\]l?mM�XU9`.V?W-Y
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#2 %Zul�W?j-�-`-^

m1, m2, . . . , ml
> � ` j-xef�lX^'\7S{�.cef�z5\]n?U9S�W-`-j.`'S�`'sXW-Y�Zu`Gk

E
r0S�l�kGl�^'\7VGjX¢Zu`Gr8\]l?m9�?U0`.V?W-YqZ~l

mi

�
i = 1, . . . , l

`GkG`.W-w?�]Y�Z~l-S-�MouU0nv�-YuS�Zu`.V?\�r0a�l?f©Zu`'V�^.cedGS�^"l�g
mode

of operation i >
' > =?>

ECB mode & � a kGl-S�Z~` lXj-�-`.s?U;Z]Yu\]` mode
j.`'V²o[z5YuS�^"l?SvZ7S�f¤j.Y[\7S{U0U0}XZ]Y[\]Yufl?d]VGkGl?W.a�Y[f >�� lX^'`7�-`.VG�«a�l�Z[x¥k�^'\]VXj-Zu`Gr8\]l?W-W-wXZ[x¥k�d7a kGY�Z~l-S8xefvY[³7�XfG|

ci = Ek(mi), i = 1, . . . , l.
' lGkGY[\7w�n�lXj.`-^'\7VGj-Z~`7r8\]w?mMnXU9n�r0a kGY�Z~l?S0xefTY[³7�XfG|

mi = Dk(mi), i = 1, . . . , l.� l�j.\]`X�.�-�?W-lXZul�j.\]`-^'sXj-Zu`'V7k�lXj.}�Z]nGk�S�d7S�}XZ]nXZul�| ± k
mi = mj

r0S�l�^'wXj.`'S�l
i 6= j

Z]}GZ]Y
ci = cj

>¥± VXZ]}�d7nXW.S{`.V?\�r8Yua8S�d7S�l-a Z]Y[\]l�j.\]`?�-�-�?W-lXZul�lGk�`�Y�j'S Z]nG�MouW-YpkG`'fAd]Y�k�j.l?\]lX^'`G�?`'V]¢�MY~a8lXj-�?w�j.l7�«nGZ7S_^'w��8lX�?�?w�j.lX\7Y[WG�'l-a kXYuS8U+Z]n7k�Y�j'S_^'`"S kGx¥kXa�l >
' >��">

CBC mode &
� R�j-xef¥^"l?S�j.\7S kqouz�`'VXW-Y kGl©^'\]VXj-Zu`Gr8\]l?m9�?U0`.V?W-Y�Zul

m1, m2, . . . , ml
>± VGZ]��Z]n�mM`.\]w�z�\7nXUMS_W-`.j.`'S�`.V?W-Yho�kGl�l?\]z8S_^'}�dGS_wGkGV?U0W-l

IV
j.`'V�d]Y�k�Yua kGl-S'W-V?U+Z7S�^"}8�.^'l-S^'wGkG`.V?W-Y�Z~l�Y[³]�?fG|

c1 = Ek(m1 ⊕ IV ), ci = Ek(mi ⊕ ci−1), i > 1.
� lXj.`-^'\7VGj-Z~`7r8\]w?mMnXU9n�Yua kGl-S5^"l?S0j.wX�-S9d]VGkGlXZ]��|

m1 = Dk(c1) 	 IV, mi = Dk(ci) 	 ci−1, i > 1.± VGZ]}�j.`.V�o[z5`.V?W-Y�Y�j'S Z]s?z5YuSMYua kGl-S8}XZ7S9d7a kG`.V?W-Y
context

g�U9VXW-mM\]l?�]}.W-Y�kGl�" i U;Z]nGk�^'\]VXjX¢Zu`Gr8\]w?m9n?U0n > � nX�?l?d]��Zu`¤^'\7VGj-Z~`7r8\]w?mMnXW-l�YpkX}.f�W?j-�-`-^­Y~a kXl?S¯d7S�l?m9`.\7Y�Z7S_^'}­lGkGwX�-`7r8lW-Y�Z~` d]Y~a_^.Z]n¤Zu`.V��©Z]n��MouU0n�Zu`.V£d]nX�-l?d]��U;Z]nGk�lX^'`7�-`.VG�«a�l£Zux¥k)(_^"l7�«lX\]c¥k+*¯W?j-�-`-^ >
 Y�Z~l]�'`G�-��U+Zu`

mi

d7nXW.S{`.V?\�r8Yua«W-Y�Z~l]�'`G�-��U+Zu`
ci

g�l?VXZ]}�S�U0z5s?YuSM^'l-SMU;Zu`
ECB mode ilX�?�?w�^'l-S0U;Z~`

ci+1

g lXVXZ]}-,/.!0�S�U9z�s?Y~S0U;Z~`
ECB mode i >¦ >A vN8O9IPJ;E?Q215I�.�F-L�19L'IP¡ .]¡;Q�ª°J;E?H ªMI L�F?¡�F�ª�Q

� a kGl-S8n�j.\�cDZ]n�Yum9l?\]W-`Gr8��j.`.V��.�-o�j.`.V?W-Y7��}-j.`'V�U;Z~`Gz5`.fTW-l?fvd]Y�k�Y~a kXl?S0n�d7S�lGZ]�?\]n?U0nZ]n?f�W-V?U+Z7S�^"}GZ]nXZ~lXfG�©lX�?�?w¤n�j'S�U+Zu`-j.`'a�n?U0n¤Z]n?f�lX^'Yu\]l-S_}XZ]nXZul?f£g
integrity i Zu`'V�W-nGkGs7¢W-lXZu`.f > #vo��-`.V?W-Y�kGl­U+Z]Yua_�-`.V?W-Y�Zu`²W-�GkGV?W-l

M
^'l-S©U8^"`-j.}.f�W-lXf�d]Ypk­Yua kGl-S©kGl­Z~`^'\]lXZ]�?U0`.V?W-Y�W-V?U;Z7S_^'}8��lX�X�-w�`�j.l?\]lX�-�Xj-Z]n?f�kGl�Y~a kXl?S+U0Y��MouU0n
kGl�^'lXZulX�-w]�'Y~S;lGk
ouz5YuSr0a kGYuS0^'wXj.`'S�l�lX�?�-lGr8��U+Zu`
W-�GkGV?W-l >

� U+Z]\]lXZ]nGr0S_^'�AW-lXf¯Yua kGl-SbkXl��'\]`.s?W-YDW.S�ltlGj.Y~S_^'}GkXS�U0n
f
j.`.VAj.l?\]l?W-Y�Z]\]`.j.`'S�ouS Z~l?SXlXj.}vo ¢kGl�^'�?Y~S�d7a

k
�]^'l-S�kGlhVXj.`G�?`Gr0a�U0`.V?W-YDZ]nGk%Z7S_W-�

fk(M)
> ® Z]o[�XkG`.V?W-Y�Zu`��]Y[sXr8`.f

M, fk(M)
>� S�l�kXl�^'lXZul?U8^'YuV?wXU9`.V?W-YAZ]nGk

f
�Ml�z�\7nXUMS_W-`.j.`'S��XU9`.V?W-YvopkGl

block cipher
U9Y

CBC
mode

> #vl�VXj.`G�-`7r0a�U0`'VXW-Y�d]nX�?l?d]��Zu`
ek(M)

^'l-S5�«l�U;Z]Y~a��-`.V?W-YAZu`
(M, ek(M))

>
 S�l�j.l?\]lXZ]�?\]n?U0n�|)n�Z7S_W-�

ek(M)
z5\]n?U9S�W-`-j.`'S{`.sGk7Zul-S°W-}GkG`
r0S�l�kGl�j'S�U+Zu`-j.`'S��?U0`.V?W-YZ]nGk�lX^'Y[\]l-S�}XZ]nXZul�Zu`.V

M
> � ± \]l�lGk7Z7a"Z]nXfAZ7S�W-�?f

ek(M)
g j.`.V�ouz5YuS�W-o�r8Yp�«`.fA}'U0`�^'l-S�Z~`W-�GkGV?W-l i �Ml�W?j.`.\]`'sXU9lXW-YAkGl�Yua�z5l?W-YvU;Z]Y~a_�?Y~S8opkXl�W-o[\7`.fvZ]n?f�Z7S�W-�Xf�W-}7kX`8�9l?f�j.`.s?W-Y�ZulW.S�U0w�j.\�cDZul

bits
>


