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>L� � �5^.g?`-l
� = �
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o.uZ^.r�]_^

g0

l_� {cf-p
a0

j7pwih]7p

gx
0 = g

a0+a1p+···+at−1pt−1+Apt

0 = ga0

0 .
,�o.^.u�z {hf�gho.^cs-^7t0�qx8} ]_^
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√
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ai
>�� � �G^'gh`-l

yi = yn/pi+1
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a0+···+ai−1pi−1+aip

i

ij7pwih]7p8]�^
gi = gn/pi+1 �_�5l_p8]Za?¡Zd
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>�� o.^'`-��{7}�rc�

hi = yig
−a0−a1p−···−ai−1pi−1

=
(
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i
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]_^
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hi

}�r�o.uZ^.r�]ZdQ�'ahx9d
gpi

i

> *�f7bez�r
]_^

gpi

i

���5l�p8]Za?¡Zd
p
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ai

gho.^cs-^7t0�w�Zl�]�f-p9x0l
O(

√
p)
�.�?`-fh]_f >

° o.^cs-gho-s?^.m'ih]Zdc]�fn]_^.gnfhsht8^.uc� be`-^.g
jZl�{Ql_� {cf-pejZk?x8m'^cs?^�{cf²�'uZl�bel_� > ¯+pwfn]_^c{Qgho.^cs��
^ct8p�x0`-iD]�^.g

x mod pt ��jZdhs-fhj7�Q]�^.g a
�Um'ac{cf?`-l

O(t
√

p)
> *�f-pUf?gh]Zi�]_^Dm'ac{c^.g?`-l�t0pwf

m'acbel¥o.uZzL]_^�o.^.g
j7pwf-pwuZl_�e]�^
n
>¢� {Qt8l�{hp�m'a
���5^.g?`-l

n = pt1
1 · · · ptr

r

]Zih]Zl¥]�^�x0gc{c^cs.p¦m"i
m'i.x+]_^.r�l_� {cf-p

O

(

r
∑

i=1

ti
√

pi

)

.

�Wl�{�l_� {cf-p%jZk?x8m'^cs-^y{cfyjZl_p m'fc{cl��qr�ih]7p
ti ≤ log n/ log pi

^-o.ih]Zl
ti = O(log n)

>
� m'i.`-d����5^.g?`-lAih]7p

r = O(log n)
�GjZdhs?f?jZ��jZl�{�l�� {hf?p"jZgc{cfh]Zi�{cf����5^.g?`-l�o.a?uZf�o.^cs?s-^.k?r

o.u�zL]�^.g?r¥o.f?uZaht5^c{7]Zl_r7�0^.o.ic]Zl£]Zl�s.p¦m"a
r
∑

i=1

ti
√

pi = O
(√

p log2 n
)

,

i-o.^.g
p
l_� {cf-p8^
`-��t8p�x;]_^'r�o.u�zL]�^.r¥o.f?uZaht8^7{c]_f?r¥]_^'g

n
>

� ^ j7�wjZfht5`-f l�� {cf-p�ih]7p�^ gho.^cs-^7t0pqx0`-i'r�l�{ci'rNj > s > x9l�`.pwf m'ghm.s.p�m'� ^'`-ahj7fy]Zah¡7dhr
n
`?o.^'uZl_�+o.ac{7]_f�{cfDfc{cf?�"bel_�®x;]�^c{�gho.^cs-^7t0pqx0`-i�j > s > x0l²^.`-a?jZl�rQo.u�zL]Zd?rW]Za?¡Zd?r >�� {
be��s?^'gh`-l�]_^£o.uZih�.s-d?`-fA{hf«l�� {hf?pcjZk?x8m'^cs-^8�?o.uZ��o.l�p7{cf«xep t8^.g?uZl�gh]_^'kh`-l ih]7pZ]�^

n
jcp�f-pwuZl�� ]_f-p

fho.i�m'aho.^'p�^�`-l�t8acs-^�o.u�zL]_^ > ¯+pwfNo.f?uZa?jZl_pqt5`-fG��fc{�^�`-ic{c^.r�j7pwfcbe�_x9pw`-^.r
fcs?t8i.u7pqbe`-^.r
l_� {cf-pUf?gh]Zi.r�]�}|{

Pohlig
m'f-p

Hellman
��m"f?pUbe��s-^.g?`-l�^�gho.^7s-^ct0pqx0`-i.rWj > s > {cf�fho.f-p ]Zl��

o.l�uc�¦o.^'g
2100
o.uZa?¡Zl_pqr�x;]Zdc{�^.`-a?jZfG�;]Zih]Zl�o.uZ��o.l�pU{cf�l�o'p�s-��¡Z^.g?`-l²`.pwfD^'`-ahj7f�]Za?¡Zd?r

n
�

i-o.^.g�]_^
n
j7pwf?pwuZl�� ]_f-p fho.iym'aho.^'pq^ o.u�zL]�^y`-l�t8��be^'ghrDo.l�u7��o.^.g

2200
� jZdhs-fhj7�N{cf��_�5l_p

o.u�zL]�^njcp�f-pwuZ��]ZdQ`-l §�&�& o.l�u7��o.^.g
bits
� >

�('*)�+-,�."/�0�12'43-5!6�5 � rWo.^'kh`-lWt8pwf�o.f?uZa?jZl_p t8`-fG�®ih]7p
p = 2t + 1

l_� {cf-p+o.u�zL]_^.rQm'f-p
be��s?^'gh`-lW{cf�gho.^7s-^ct8�w�Z^'gh`-l
j7pwfhm'u7pq]_^.k?r�s-^ct5a?u7pqbe`-^.g?r�x;]Zdc{D^.`-a?jZf

F
×

p

> ° ]Za?¡Zd�]Zdhr
^.`-a?jZf?rNl_� {cf-p

n = p − 1 = 2t �¤o.^.g `?o.^.u7l_�%{cf o.fhu7fct8^c{7]�^-o.^'p�dcbel���o.^cs-g l�khm'^cs-f >
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�¥uZd?x9pw`-^-o.^'pwic{7]_f?rn]_^c{�fhs?t8i.u7p bv`-^�]�}|{
Pohlig

m'f-p
Hellman

`?o.^.uZ^.k?`-l²{hf�s-k?x0^.g?`-l
]_^�o.uZi?�-s-d?`-f�x0l��5uZic{c^

O(
√

2 log2 n) = O(log2 p)
> �Wdhs?f?jZ��]_^�o.uZih�.s-dh`-f�s?kc{cl�]_f-p

x0l�o.^cs-gc}|{hgh`.p�m'i��Gu7i7{h^ >�� {�bv��s-^.g?`-l�{cf��'f?x9�qx9^.g?`-l²��{cf�x0k?x;]Zd?`-f
ElGamal

x+]Zdc{
^.`-a?jZf

F
×

p

o.uZ��o.l�p;{hf�l�o'p¦s-�_¡Z^.g?`-lW]�^
p
��]Zx9p�z�x+]Zl²]_^

p − 1
{cf��_�5l_p�`-l�t8ahs-^�o.u�zL]_^

j7pwf-pwuZ��]Zd >
�('*)�+-,�."/�0�12' 3-5��*5 � r¢j7^.k?`-l�m'f-p.��{hf�o.f?uZa?jZl_pqt5`-f�gho.^7s-^ct8p�x0`-^.k�j7pwfcm"u7p ]_^'k�s-^ct8ahucp �
be`-^.g¥`-l)]Zd¥`-��be^'jZ^

Pohlig-Hellman
>|� r�l�� {hf?p?d¥^'`-ahj7f¥`-fhr�d

F
×

29

m'f-p-`-f?r%jc� {h^7{c]_f-ph]_f
y = 10

m'f-p
g = 3

> % s?��o.^.g?`-l«ih]7p5d�]Za?¡Zd�]Zd?r£^.`-a?jZf?r¤l�� {cf-p
n = 29− 1 = 28 = 22 · 7m'f-p|d�]Za?¡Zd�]_^.g

g
l�� {cf-p

28
�LjZdhs?f?jZ� 〈g〉 = F

×

29

>�~ ��s-^.g?`-lW{cfD�'uZ^.k?`-l
0 ≤ x ≤ 28]Z��]�^'pq^
z�x+]Zl

y = gx jZdhs-f?jZ� 10 ≡ 3x (mod 29)
>L� ^

x
gho.^cs-^7t0�w�Zl�]�f-p

mod
§��">

\�k?`-�0}|{cf�`-l�]�^7{�fhs?t5i'u7p be`-^0�ZbefAgho.^cs-^7t0�qx8}�]_^
x mod 22

m'f-p
mod 7

> �Wdhs-f?jZ�G�
befWgho.^cs-^7t0�qx8}

a
m'f-p

b
]Z��]�^'pwfWz�x+]Zl

x ≡ a (mod 22)

x ≡ b (mod 7).
� uZ�8p¦m"aQgho.^7s-^ct0���Z} ]�^

a
>L� ^�t8uZa?�9} x;]Zd��'a?x0d § �

a = a0 + a12
�8`-l

0 ≤ a0, a1 ≤ 1
>

¯+pwfW]�^
a0

gho.^cs?^ct0�w��}��

y0 = yn/2 = 1014 = 28 mod 29,

g0 = gn/2 = 314 = 28 mod 29.
*�f-pcfh�e^.kG�ci-o-}�r%l_�wjZf?`-l7�

y0 = ga0

0

jZdhs?f?jZ�
28 ≡ 28a0 (mod 29)

�-s-��o.^.g?`-lLic]7p
a0 = 1

>
\%]ZdWx0gc{c�_�5l_pwfG�0gco.^cs-^7t0�w��}��

y1 = yn/4 = 107 = 17 mod 29,

g1 = gn/4 = 37 = 12 mod 29.
� � uZfWt8uZa?�0}

h1 = y1g
−a0

1 = 17 · 12−1 = 17 · 124−1 = 28 mod 29.
\%]Zdc{�o.f?uZfho.ac{7} t8uZf?`-`-�
�Gu7dhxep�`-^.o.^'��d?x0f
]�^�ih]7pv]_^

g1 = 12
���5l_pv]Za?¡Zd

4
�Ul�o.^.`-��{7}�r

g−1

1 = g4−1

1 = 124−1 mod 29
> �Wl_jZ^.`-��{c^.g�ih]7p

h1 = g2a1

1 = (g2
1)

a1
�.�.uc�qx8m.}

g2
1 = 28

mod 29
m'f-p0���G}

28 ≡ 28a1 (mod 29),
^-o.ih]Zl«�'u7�qx8m'}

a1 = 1
>

� � ]Zxep8���G} gco.^cs-^7t0�qx9l_p
a = 1 + 1 · 2 = 3

>
! uZ^c�G}�u�z x;]�^7{�gco.^cs-^7t0pqx9`-i ]�^.g

b
> *�f7bez�r�x+]Zdc{�f7{hacs-g?x0d

28 = 22 · 7
]�^��

l�`-�efc{h�w�Zl�]�f?p"`-l�l�m.be��]Zd = �"fhuZm'l_p.{cf�gco.^cs-^7t0�qx0} ��{cf�`-i7{h^²�9d?�e�q^0�"]�^W��jcpq^²]_^
b
> ¯+uZa?�0}

y0 = yn/7 = 104 = 24 mod 29,

g0 = gn/7 = 34 = 23 mod 29.



���������	��
���������������� ��������! "�#���$�
#5 �

� � ]Zxep0���5^.g?`-l
y0 = gb

0

�8jZdhs-fhj7�

24 ≡ 12b (mod 29).
³£o.a?uZ�5^.gc{ ��jZgc{cfh]Z��r²l�o'p�s?^ct8��r²t0pwf�]�^

b
� ^'p

b = 0, 1, . . . , 6
����]7pqrW^.o.^'�wl�rQ`?o.^'u�z {hf

l�¡7l�]Za?x8} `.pwf
o.uZ^.rW`.�wf > �g?x9p�m'a
bvfn`?o.^'uZ^.k?x0fn{cf�l_�9f?uZ`-i.x8} ]_^c{
fhs?t8i.u7pqbe`-^
Baby-

step/Giant-step
> \�l£m"a7bvl£o.l�u7��o-]�}�x9d"�"�'u7�qx0m.}

b = 6
>

� � ]Zxep8���G} {cf²s-k?x8} ]�^nx9khx+]Zd?`-f

x ≡ 3 (mod 4)

x ≡ 6 (mod 7).
,�l�]�^7{nfcs?t8i.u7pqbe`-^�t0pwfn]_^ *�p {c�_�7p�m'^ ~ l�z�uZd?`-f�³¥o.^7s-^'��o-}|{'�e�'u7�qx8m'}

x = 27
> ! uZfht �

`-fh]7p�m'aG�5`?o.^'uZl_�9m'fc{cl_��r�l�khm'^cs-f²{cfQl�o.fhs-d7bvl�k?x0l_p5ih]7p
327 = 10 mod 29

>


